LLEHTPA/IbHbIA BAHK POCCUIACKOM ®EQEPALUU

NMNCbMO
OT 2 OKTA6pA 2009 r. N 120-T

O NAMATKE
"O MEPAX BE3OMACHOIO UCMNOJIb3BOBAHUA BAHKOBCKUX KAPT"

BaHK Poccum B pamkax paboTbl Mo MHGOPMMPOBAHMIO O PUCKAX, CBA3AHHbIX C UCMO/Ib30BaHUEM
GaHKOBCKMX KapT, WU NOBbIWEHNIO UHAHCOBOWM FPAaMOTHOCTU HAceneHuws noarotosua lMamATky gns
nepskaTenen 6aHKOBCKMX KapT O mepax 6e30nacHOro Mcnonb3oBaHUA 6GaHKOBCKUX KapT (manee -
MamsaATKa).

TeppuTopuanbHbiM  yuperkaeHuam baHKka PoccuM npeanaraetcs NpPoOBECTU € KPeaUTHbIMU
OpPraHu3auMAMMU [OMOJHUTENbHYIO PaboTy, HaMpaBAEHHYID Ha MoBblleHWe WHGOPMUPOBAHHOCTU
aepkatenen 6aHKOBCKMX KapT O Mepax MO COXPAaHHOCTM OAHKOBCKOWM KapTbl, €e pPEeKBM3IUTOB,
NepcoHanbHOro aeHTUdUKaLMOHHOTo Homepa (aanee - MUH) u apyrux gaHHbIX, a TaKKe Ha CHUXKEHUeE
BO3MOXHbIX PUCKOB NpPU COBEPLLUEHMM ONepaLmii ¢ Ucnosb3oBaHMeM BaHKOBCKOM KapTbl B 6aHKomaTe,
npu 6e3HannyYHOM onnaTe TOBapOB M YC/IYyr, B TOM YMc/e Yepes ceTb MHTEpHET, BK/OYas pasmelleHne
MamATKM B MecTax ob6Cay:KMBaHWUA AepykaTesnei BAHKOBCKMX KapT, B AOCTYMHOM A/ O3HAKOMJIEHWA

dopme.

HacToswee nnucemo BaHKa Poccuum nognexut onybamkoBaHuto B "BecTHUKe baHka Poccun”.

3amectutens Mpeacepatena
BbaHka Poccum
T.H.4YYTYHOBA

MpunoxkeHune
K nucbmy baHka Poccum
07 02.10.2009 N 120-T

NAMATKA
"O MEPAX BE3OMACHOIO NCNOJ/Ib3OBAHUA BAHKOBCKUX KAPT"

CO6I’II-O[],€HVI€ peKomer,au,Mﬁ, cogepxawmxca B NamAaTKe, Nno3BoanT obecneunTb MaKCMManbHYHO
COXPaHHOCTb H6aHKOBCKOM KapTbl, ee PeEKBU3UTOB, MAH n APYrnx gaHHbIX, a TaKXXe CHU3UT BO3MOXKHble
PUCKN nNpn coBepLlleHUN OﬂepaLLMVI C Ucnonb3oBaHMEM 6aHKOBCKOM KapTbl B 6aH|<01v\aTe, npu
6e3HanMYHOM onsaTe TOBApPOB N yCnyr, B TOM YUCne 4yepes CeTb MHTepHET.

Obuwue pekomeHaaUnn

1. Hukoraa He coobuiaitte MUH TpeTbMM AMLAM, B TOM 4YuCAe POACTBEHHWKAM, 3HAKOMbIM,
COTPYAHWKAM KPeAWTHON opraHWsauuu, Kaccupam M Auuam, nomoralowum Bam B Mcnonb3oBaHUK
HaHKOBCKOW KapTbl.

2. NMWH H606XO,CI,MMO 3aNOMHUTb UIN B CNlydae, eC/in 3TO ABNAETCA 3aTPYAHUTE/IbHbIM, XPaHUTb
ero otgenbHo oT 6aHKOBCKOM KapTbl B HEABHOM BUAE U HEAQOCTYNHOM AONA TPETbUX UL, B TOM YUcne
POoACTBEHHUKOB, MECTE.



3. Hukoraa HWM nNpu KaKux o06CToATENbCTBAX He nepeaaBanTe OAHKOBCKYHO KapTy A
MNCNOb30BaHMA TPETbUM INLLAM, B TOM YUCAE POACTBEHHWMKAM. Ecnm Ha BAHKOBCKOM KapTe HaHeceHb!
bamunana n Mma ¢GM3MYEeCcKoro amMua, To TOIbKO 3TO PU3MYECKOe NMLO MMEET NPaBo MCNOAb30BaTb
H6aHKOBCKYHO KapTy.

4. Mpn nony4yeHUM 6GAHKOBCKOM KapTbl pacnuwmntecb Ha ee 0OOPOTHOM CTOPOHE B MecTe,
npefAHasHa4YeHHOM A4 NoANUCK AepxKaTens 6aHKOBCKOWM KapTbl, €CU 3TO NPeayCMOTPEHO. ITO CHU3UT
PUCK MCNob30BaHUA BaHKOBCKOM KapTbl 6e3 Ballero coriiacua B c/iy4yae ee yTpartbl.

5. byabTe BHMMAaTENbHbI K YCNIOBUSIM XPaHEHWS UM UCMNOJIb30BaHUA OaHKOBCKOM KapTbl. He
noggsepraite  6GaHKOBCKYID  KapTy  MeXaHWYeCKUM, TemnepaTypHbiIM U 3NEKTPOMAarHUTHbIM
BO34ENCTBMAM, a TaKKe M3beralnte nonagaHus Ha Hee Baaru. baHKOBCKYIO KapTy HEb3s XPAHUTb PALOM
€ MOBbUAbHBIM TenepoHOM, BbITOBOM U OPUCHOM TEXHUKOMW.

6. TenepoH KpeaAUTHONM OpraHM3aUUnN - SMUTEHTaA BAHKOBCKOM KapTbl (KPeaAUTHOW opraHu3auuu,
BblaBLlen BaHKOBCKYIO KapTy) YKa3aH Ha 060pOTHOM CTOpoHe BaHKOBCKOW KapTbl. Takke Heobxogmmo
Bcerga MMeTb Npu cebe KOHTaKTHble TeledpOHbl KPeAUTHOM OpPraHn3aLMn - SIMUTEHTa HAHKOBCKOM KapTbl
M Homep OAHKOBCKOW KapTbl Ha APYrMx HOCUTenAx MHGOPMALMKU: B 3aMUCHON KHUMKKE, MOBUAbHOM
TenedoHe nu/mam Apyrmx Hocutenax MHGopPmMaLmm, HO He PAAOM C 3anucbio o MUH.

7. C uenbio npeaoTBpalleHMs HenpaBoOMEepHbIX AeNCTBMIA MO CHATUIO BCEM CYMMbl AEHEXHbIX
cpeactB ¢ 6aHKOBCKOro cyeTa LenecoobpasHo YCTaHOBWUTb CYTOYHbIM JIMMWUT Ha CymMMy onepauuii no
6aHKOBCKOW KapTe U O4HOBPEMEHHO NOAKNOYUTbL SNEKTPOHHYIO YC/IYry ONOBELLEeHUs O NPOoBeAeHHbIX
onepauuax (Hanpumep, onoselleHMe nocpeacTBom SMS-coobLLeHUIA AN UHBIM CocoboMm).

8. Mpu nonyyeHUM npocbbbl, B TOM YMCAE CO CTOPOHbI COTPYAHWMKA KpeaUTHOW opraHu3auum,
COOOLWNTb MEepCoHasbHble AaHHble AN MHpopmaumio o 6aHKoBCKOM KapTte (B Tom uucne MUH) He
coobuwarite ux. Mepe3BoHUTE B KPEAWUTHYIO OpraHM3aLuuio - SMUTEHT BaHKOBCKOM KapTbl (KpeauTHyo
OopraHM3aumio, BblAaBLUY BaHKOBCKYIO KapTy) U cooblmTe o AaHHOM dakTe.

9. He pekomeHAayeTcsa OTBeYaTb Ha 3/1EKTPOHHbIE MUCbMa, B KOTOPbIX OT MMEHWU KpeauTHOW
opraHusaumm (B TOM 4yuc/ie KPeaAUTHON OpraHM3aumm - 3MMTEeHTa OGaAHKOBCKOW KapTbl (KpeauTHoOW
opraHM3auumu, Bblgaslieit 6aHKOBCKYIO KapTy)) npeanaraetca NpeaocTaBUTh NepcoHanbHble gaHHble. He
cnepyite no "ccbiKam", yKasaHHbIM B MUCbMax (BKAOYAsA CCbIJIKM Ha CalT KpeauTHOM opraHusaumm),
T.K. OHY MOTYT BECTU Ha CalTbl-ABONHUKMN.

10. B uenax MHOGOPMALMOHHOIO B3aMMOAEUCTBUA C KPEAWTHOW OpraHusaumen - 3SMUTEHTOM
GaHKOBCKON KapTbl (KpeaAUTHOW oOpraHusaumu, BbiaaBlen OaHKOBCKYIO KapTy) peKkomeHayeTcs
MCMNO/Ib30BaTb TOJIbKO PEKBM3UTLI CPeacTB CBA3M (MOBWbHLIX U CTaLMOHAPHbLIX TenedoHoB, $aKCoB,
MHTEPaKTUBHbIX Web-caiiTtoB/nopTanos, 06bIMHOM U 3N1EKTPOHHOM MNOYTbl U Mp.), KOTOpble YKa3aHbl B
[OKYMeHTaX, NoNy4eHHbIX HENOCPeACTBEHHO B KPEAUTHOW OpraHmn3aLLMm - SMUTEHTE GaHKOBCKOW KapTbl.

11. NomHUTe, YTO B cAyyae packpbiTvA MUH, NnepcoHanbHbIX AaHHbIX, YTpaTbl 6aHKOBCKOMN KapTbl
CYLWLECTBYET PUCK COBEPLUEHWA HEMNpPaBOMEPHbIX OEWCTBUIA C AEHEKHbIMW CPpeacTBamuM Ha Bawem
H6aHKOBCKOM CYeTe CO CTOPOHbI TPETBUX NNLL.

B cnyyae ecnM umeloTcs NpeanofioXKeHus o packpbitunm MWH, nepcoHanbHbIX AaHHbBIX,
No3BOAIOWMX COBEPLINTb HEMPABOMEpPHble AENCTBMA C Bawmm 6aHKOBCKMM CYETOM, a TaKMKe eciu
H6aHKOBCKas KapTa bblia yTpayeHa, HeobXxoAMMO HemeaileHHO 06PaTUTLCA B KPEAUTHYIO OPraHU3aLumio -
3MUTEHT H6AHKOBCKOM KapTbl (KpeaWTHYI0 opraHM3aumio, BbiAaBllyto 6aHKOBCKYO KapTy) U cnefosaTtb
YKasaHMAM COTPYAHMKa AaHHOW KpeaWTHOW opraHusauuu. [lo mMomeHTa obpalleHua B KpeauTHYIo
OpraHM3aunio - aMUTEHT BAHKOBCKOM KapTbl Bbl HeceTe PUCK, CBA3aHHbIA C HECAaHKLMOHMPOBAHHbLIM
CNUCaHMEeM [JEHeXHbIX CpeacTB ¢ Bawero 6aHKOBCKOro cyeta. Kak MmpaBwio, COrAacHO YCAOBUAM
[OroBopa C KPeaWTHOW oOpraHusaumelrt - 3MUTEHTOM OGaHKOBCKOW KapTbl AEHEeMKHble CpeacTBa,
cnucaHHble ¢ Bawero 6aHKOBCKOro cyeTa B pesy/ibTaTe HeCaHKLMOHMPOBAHHOMO MCNONb30BaHMA Bawei



0aHKOBCKOM KapTbl A0 MOMEHTa yBeAOM/IEHMS 00 3TOM KpeauTHOM oOpraHM3aumm - 3MUTEHTa
6aHKOBCKOM KapTbl, HE BO3MELLLAOTCA.

PekomeHgaumm npu coseplueHnn onepaunii
¢ 6aHKOBCKOI4 KapToii B 6aHKomaTe

1. OcywectBnanTe onepaymm C MCNOAb30BaHMEM GAHKOMATOB, YCTAHOBAEHHbIX B 6e30MacHbIX
mecTax (Hanpumep, B rocyJapCTBEHHbIX yupexkaeHusax, noapasaeneHmnax 6aHKoB, KPYMHbIX TOProsbixX
KOMIMJIeKCax, roCTUHMLAX, a3ponopTax U T.M.).

2. He ucnonb3syiTte ycTpoiictBa, KoTopble TpebytoT BBoaa MNUH ans goctyna B nomelleHue, rae
pacnosioxkeH 6aHKomar.

3. B cayyae ecan nobamsoctn oT GaHKOMaTa HaxoAATcA NOCTOPOHHME fiMua, caeayet Bblbpathb
6onee noaxoasiiee Bpems 414 MCMO/b30BaHNA 6aHKOMaTa UM BOCMNO/Ib30BaThCA APYrMm 6aHKOMaTOM.

4. Nepepg, ncnonb3osaHmem 6aHKOMaTa OCMOTPUTE €ro Ha HaAMune AOMOJAHUTENbHbIX YCTPOMCTS,
He COOTBETCTBYIOLUMX €r0 KOHCTPYKLMM M PacnosioXeHHbIX B mecTte Habopa MUH 1 B mecte (npopesb),
npeaHasHayeHHOM 418 Mpuema KapT (Hanpumep, HasMume HEPOBHO YCTaHOBJIEHHOW KnaBuaTypbl
Habopa MUH). B ykasaHHOM Cny4yae BO34,EePKUTECH OT UCMO/b30BaHUA TaKoro baHKomara.

5. B cnyyae ecam KaaBuaTypa WMAM MeCTO AfA Mpuema KapT 6aHKomaTa o6opyaoBaHbl
AOMONHUTENIbHBIMW  YCTPOWCTBAMM, HE COOTBETCTBYHOWMMU €ro KOHCTPYKLMMK, BO3LEPHUTECH OT
MCMNoab30BaHWA 6aHKOBCKOM KapTbl B AaHHOM 6aHKOMate M COOb6WMTE O CBOWMX MNOAO3PEHMUAX
COTPYAHWKAM KPeaWUTHOM opraHm3aumm no TenedoHy, ykasaHHOMy Ha 6aHKomarTe.

6. He npumeHanTe ¢usnyeckyto cuny, 4ytobbl BCTaBUTb OAHKOBCKYIO KapTy B 6aHKomat. Ecau
H6aHKOBCKas KapTa He BCTAB/IAETCA, BO34EPKUTECH OT UCMO/Ib30BaHMA TaKoro baHKomara.

7. Habupaitte MNH Taknm obpasom, 4Tobbl NtoauM, HaxoaalmMeca B HENOCPeACTBEHHOM 6a130CTH,
He cmorau ero ysugetb. Mpu Habope MNH npuKpbiBanTe KNaBmnaTypy PyKOM.

8. B cnyyae ecnm 6aHKomaT paboTaeT HEKOPPEKTHO (Hanpumep, AOATOEe BPemMs HaxoawuTcA B
pexume OXMAAHWA, CaMONPOM3BOJILHO MepesarpyKaerca), cneayeT OTKas3aTbCA OT MCMNO/b30BaHUSA
Takoro 6aHKOMaTa, OTMEHWTb TEeKyLlyl Ofepaumio, HaxkaB Ha KnaBuatype KHonky "OTmeHa", u
[OXAaTbCA BO3BPaTa 6aHKOBCKOM KapTbl.

9. Nocne nony4yeHnA HamvHbIX AEHEXHbIX CPeACTB B b6aHKomaTe cnenyet nepecynTaTtb 6aHKHOTHI
NOZINCTHO, yﬁe,ﬂ,MTbCﬂ B TOM, 4TO 6aHKOBCKas KapTa 6bina BO3BpalleHa 6aHKOMaTOM, A0XOaTbCA
BblAa4n KBUTAHUUUN NPU €€ 3anpoce, 3aTem NONIOKUTb UX B CYMKY (KOLIJe!'IeK, KapMaH) M TONbKO nocne
3TOro oTXxoAuTb OT 6aHKomara.

10. CI'Ie,D,YET COXpPaHATb pacneyaTtaHHble H6aHKOMaTOM KBUTaHUUN AONA nocne,u,yrou.l,eﬁ CBEPKH
YKa3aHHbIX B HUX CyMM C BbIMUCKOM NO 6aHKOBCKOMy cyery.

11. He npucaywmBaiiTecb K COBETaM TPETbUX NNL, a TaKKe He MPUHUMAWTE MX MOMOLLb NpU
npoBeaeHnn onepauuin ¢ 6aHKOBCKOM KapToi B GaHKOomaTax.

12. Ecnav npu npoBegeHMM onepaumii ¢ HGaHKOBCKOM KapTol B 6GaHKomaTte 6aHKomaT He
BO3BpalaeT 6GaHKOBCKYIO KapTy, cnedyeT MO3BOHUTb B KPEAWTHYH OpraHu3auuio no TenedoHy,
YKasaHHOMY Ha 6aHKomaTe, M O0B6BACHUTL 06CTOATENbCTBA NpPOM3OLIEALIEro, a TaKke ciaeayet
06paTUTbCA B KPEAWUTHYIO OpraHM3auMio - 3SMUTEHT GAHKOBCKOW KapTbl (KpeauTHYH opraHM3aumio,
BblAaBLIYO GAHKOBCKYIO KapTy), KoTopasa He 6blna Bo3BpalieHa 6aHKomaToMm, M ganee cnefosaTtb
WMHCTPYKUMAM COTPYAHUKA KPeAMTHOM opraHmsaumu.

PeKomeHAaUMM NPU UCNOJIb30BAaHUUN 6aHKOBCKOM KapTbl



Ana 6e3HanMuHOi onaaTbl TOBapoOB U ycayr

1. He ucnonb3yiite 6aHKOBCKME KapTbl B OpraHM3aLMAX TOPrOBAW W YCAYF, HE Bbi3blBAOLLMX
nosepua.

2. TpebyiiTe npoBeAeHMA onepauunii ¢ 6aHKOBCKOM KapTOM TO/IbKO B Bawem npucytctemum. 310
HeobXoAMMO B LIENAX CHUMKEHUS PUCKA HEMPaBOMEPHOro MosydYeHusa Balimx nepcoHasibHbIX AaHHbIX,
yKa3aHHbIX Ha 6aHKOBCKOM KapTe.

3. Mpwn wncnonb3oBaHMM 6aHKOBCKOM KapTbl A1A OMAATbl TOBAPOB W YCAYr KACCUP MOXKeT
notpebosatb OT B/agesibla 6GaHKOBCKOW KapTbl MPeAoCTaBUTb MacrnopT, NMOAMNMcaTb Y€K UAM BBECTU
MUH. Nepen Habopom MNH cneayeT ybeantbcsa B TOM, YTO AOAM, HAaXoddALWMECA B HEMOCPEACTBEHHOM
61130CTH, HE CMOTYT ero yBuaeTb. MNepen Tem Kak noanuncaTb YeK, B 06A3aTenbHOM NopsagKe NpoBepbTe
CYMMY, YKa3aHHYIO Ha YeKe.

4. B cnyyae ecau npu NonbiTKe onsatbl 6AHKOBCKOM KapTon umesna MecTo "HeycnewHan"
onepauus, cinegyet COXPaHWUTb OAMH SK3EMMJAP BblAAHHOrO TEPMUHANOM 4YeKa A/A MocaedytoLlein
NPOBEPKM HA OTCYTCTBUE YKa3aHHOM omnepaLMm B BbINUCKE N0 HaHKOBCKOMY CYeTy.

PeKomeHgauum npu coseplueHnn onepaymii c 6aHKOBCKOM
KapToit uepes ceTb UHTepHeT

1. He wcnonbsyinte MUH npu 3akase TOBapoB M ycayr yepes ceTb MHTEpHeT, a TaKkKe no
TenedoHy/dakcy.

2. He cooblaitTe nepcoHanbHble AaHHble UAM MHPOPMaUMIO O BaHKOBCKoW(oM) KapTe (cuete)
yepes ceTb MHTepHeT, Hanpumep MUH, napoaun gocTyna K pecypcam 6aHKa, CPOK AencTBMA BaHKOBCKOM
KapTbl, KpeAWUTHbIE IMMUTbI, UCTOPUIO ONepaLmii, NepCoHaNbHble AaHHbIe.

3. C uenblo npeaoTBpaleHns HenpaBOMEPHbIX AEeMCTBUIM MO CHATUIO BCEW CyMMbl AeHeXHbIX
cpeacTB ¢ GAHKOBCKOrO cYeTa PEKOMEHAYETCA A/ OnnaTbl MOKYNoK B ceTu MHTepHeT Mcnosb3oBaTb
OTZEe/IbHYl0 GaHKOBCKYIO KapTy (TaK HasblBaemylo BUPTYasbHYIO KapTy) C NpeaesibHbIM JIMMUTOM,
npeaHasHayeHHYo TONbKO 4NN YKAa3aHHOM Lenn 1 He No3BOoJIAIOLLYH NPOBOAUTL C ee UCMO0/b30BaHUEM
onepaumu B OpraH13aumsax TOProsan 1 ycayr.

4. CnegyeT Nosb30BaTbCA MHTEPHET-CAMTaMM TONIbKO WM3BECTHbLIX M NPOBEPEHHbIX OpraHM3aLumii
TOPrOB/N U YCAYT.

5. ObssatenbHo ybeauTecb B MNPaBWUIbLHOCTU afpPECOB WHTEPHET-CAaMToB, K KOTOPbIM
NoAK/IloYaeTecb M Ha KOTOpbIX cobupaeTecb COBEpPWMWTb MOKYMKW, T.K. MOXOXMEe agpeca MOoryT
MCMNOb30BaTbCA A1 OCYLLLECTBAEHUSA HENPABOMEPHbIX AEeNCTBUNA.

6. PekomeHayeTcA coBepliaTb MOKYMKM TONbKO CO CBOEro KOMMbIOTEPA B LLENAX COXpPaHEHWA
KOHOUAEHLMANBHOCTU NEPCOHA/bHbIX AaHHbIX U (Mnn) ntHbopmauum o 6aHKoBCcKoM(oM) KapTe (cueTe).

B cnyyae ecan MNOKynMKa coBeplwaeTcA C  MCMNOJIb30BAaHMEM YYXKOFO KOMMbloTepa, He
pPEKOMEHAYETCA COXPaHATb Ha HEeM MNepcoHasbHble AaHHble W Apyrylo MHPopmaumio, a nocne
3aBepLIeHMs BCEX OMNepaLmin HyKHO ybeamuTbes, YTO NepcoHasibHble AaHHble U Apyras nHdopmauma He
coxpaHunucb (BHOBb 3arpysue B 6paysepe web-cTpaHuUy NpogaBua, Ha KOTOPOW COBEpLIAUCH
NOKYMKu).

7. YcTaHOBUTE Ha CBOW KOMMbIOTEP aHTMBMPYCHOE MporpaMmmHoe obecrneyeHue U peryiapHo
npoussogute ero obHoBAEHME M OBHOBAEHWE OPYIMX UCMOAb3YEMbIX Bamu nNporpamMmmHbiX NPoAyKTOB
(onepauMoHHOW cMCTEMbI M NPUKAAGHBIX NPOrpaMm), 3TO MOXKET 3aWuTUTL Bac OT NPOHMKHOBEHUA
BPeAOHOCHOro NporpamMmmHoro obecneyeHus.



